
MULTI-FACTOR AUTHENTICATION AS A SECURITY 
ENHANCEMENT FOR NETSPEND-HOSTED APPLICATIONS
Multi Factor Authentication (MFA) is a form of strong authentication that leverages more than 
one factor (i.e. password alone) to authenticate a user to a system. Users will need to validate 
the device they are using to access any Netspend-hosted application by entering a code that 
has been sent (at each user’s option) via SMS text to their mobile device, to their email, or via 
voice-call to their mobile device or landline.

Paycard Admin

You will be required to verify with MFA every time it has been 24 hours since your last  
MFA verification. MFA is also required when you sign in from a new device or web browser.

For questions, contact your company administrator or Client Services  
at 1-888-414-8885 / clientcommunications@netspend.com.
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You will have 5 attempts to log in using MFA before you are locked out of the application. 
We recommend that your mobile device or web browser operating system is up-to-date 
for the most optimized login experience. 

For assistance or to resolve any login issues, please contact your company administrator 
or Client Services at 1-888-414-8885 / clientcommunications@netspend.com.

This step-by-step flow will give you some basic information on how your user experience 
will work:

Things You Need to Know

When you enter your credentials in the application, the system will determine  
if MFA is required for that login. 

You log in to application

Once successful in providing the validation code, you will be directed to the 
application home page as normal. 

You are logged in to application

You will select where Netspend should send the 
validation code (via SMS text to mobile device, 
email, or voice-call to mobile device or landline).

You select method for validation code

After you receive the validation code via your 
selected method, you will enter that code where 
indicated on the login flow.

You enter the validation code



MULTI-FACTOR AUTHENTICATION AS A SECURITY 
ENHANCEMENT FOR NETSPEND-HOSTED APPLICATIONS
Multi Factor Authentication (MFA) is a form of strong authentication that leverages more than 
one factor (i.e. password alone) to authenticate a user to a system. Users will need to validate 
the device they are using to access any Netspend-hosted application by entering a code that 
has been sent (at each user’s option) via SMS text to their mobile device, to their email, or via 
voice-call to their mobile device or landline.

Wage Statements Admin

You will be required to verify with MFA every time it has been 24 hours since your last  
MFA verification. MFA is also required when you sign in from a new device or web browser.

For questions, contact your company administrator or Client Services  
at 1-888-414-8885 / clientcommunications@netspend.com.
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You will have 5 attempts to log in using MFA before you are locked out of the application. 
We recommend that your mobile device or web browser operating system is up-to-date 
for the most optimized login experience. 

For assistance or to resolve any login issues, please contact your company administrator 
or Client Services at 1-888-414-8885 / clientcommunications@netspend.com.

This step-by-step flow will give you some basic information on how your user experience 
will work:

Things You Need to Know

When you enter your credentials in the application, the system will determine  
if MFA is required for that login. 

You log in to application

Once successful in providing the validation code, you will be directed to the 
application home page as normal. 

You are logged in to application

You will select where Netspend should send the 
validation code (via SMS text to mobile device, 
email, or voice-call to mobile device or landline).

You select method for validation code

After you receive the validation code via your 
selected method, you will enter that code where 
indicated on the login flow.

You enter the validation code



smartOne®

You will be required to verify with MFA every time it has been 24 hours since your last  
MFA verification. MFA is also required when you sign in from a new device or web browser.

For questions, contact your company administrator or Client Services  
at 1-888-414-8885 / clientcommunications@netspend.com.
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MULTI-FACTOR AUTHENTICATION AS A SECURITY 
ENHANCEMENT FOR NETSPEND-HOSTED APPLICATIONS
Multi Factor Authentication (MFA) is a form of strong authentication that leverages more than 
one factor (i.e. password alone) to authenticate a user to a system. Users will need to validate 
the device they are using to access any Netspend-hosted application by entering a code that 
has been sent (at each user’s option) via SMS text to their mobile device, to their email, or via 
voice-call to their mobile device or landline.

You will have 5 attempts to log in using MFA before you are locked out of the application. 
We recommend that your mobile device or web browser operating system is up-to-date 
for the most optimized login experience.

For assistance or to resolve any login issues, please contact your company administrator 
or Client Services at 1-888-414-8885 / clientcommunications@netspend.com.

This step-by-step flow will give you some basic information on how your user experience 
will work:

Things You Need to Know

When you enter your credentials in the application, the system will determine  
if MFA is required for that login. 

You log in to application

Once successful in providing the validation code, you will be directed to the 
application home page as normal. 

You are logged in to application

You will select where Netspend should send the 
validation code (via SMS text to mobile device, 
email, or voice-call to mobile device or landline).

You select method for validation code

After you receive the validation code via your 
selected method, you will enter that code where 
indicated on the login flow.

You enter the validation code



Tip Network™

Multi-Factor Authentication as  
a Security Enhancement for  
Netspend-Hosted Applications
Multi-Factor Authentication (MFA) is an enhanced layer of security that leverages more than one factor  
(i.e. a one time code in addition to password alone) to verify program or system access. Users will need to 
validate the device they are using to access any Netspend-hosted application by entering a code that has 
been sent (at each user’s option) via SMS text to their mobile device, to their email, or via voice-call to their 
mobile device or landline.

If you are an employee, you will be prompted every 45 days to maintain secure access to the Tip Network 
application. If you are a manager, you will be prompted every 24 hours to maintain secure access. Please 

know that MFA will be required again if you sign in from a new device or web browser.

For questions, contact support@tipnetwork.com.
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You will have 5 attempts to log in using MFA before you are locked out of the application. We recommend  
that your mobile device or web browser operating system is up-to-date for the most optimized login 

experience. Contact support@tipnetwork.com for assistance to resolve any login issues.

Things You Need to Know
This step-by-step flow will give you some basic information on how your user experience will work:

You log in to application
When you enter your credentials in the 
application, the system will determine if 
MFA is required for that login.

You select method for validation code
You will select where Netspend should send  
the validation code (via SMS text to mobile 
device, email, or voice-call to mobile device  
or landline).

You are logged in to application
Once successful in providing the validation 
code, you will be directed to the application 
home page as normal.

You enter the validation code
After you receive the validation code via  
your selected method, you will enter that  
code where indicated on the login flow.


	Paycard Admin Updated MFA FAQ_Step-by-Step Guide
	Wage Statement Admin Updated MFA FAQ_Step-by-Step Guide
	smartOne Updated MFA_Step-by-Step Guide
	Tip Network Updated MFA FAQ_Step-by-Step Guide

